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NATIONAL CYBERSECURITY ASSESSMENTS AND TECHNICAL SERVICES TEAM

The National Cybersecurity Assessments and Technical Services (NCATS) team at the Department of Homeland

Security’s (DHS) National Cybersecurity and Communications Integration Center (NCCIC) supports U.S.

government and industry critical infrastructure by providing proactive testing and assessment services. NCATS

provides an objective third-party perspective on your current cybersecurity posture, and our security services

are available at no cost to stakeholders.

NCATS provides two primary services including:

o Cyber Hygiene: Aims to secure your internet-
accessible systems by continuously scanning for

known vulnerabilities and configuration errors.

« Risk and Vulnerability Assessments: Pro-
vides penetration testing services to determine the
weaknesses in your overall cybersecurity posture.

The NCATS team consists of subject matter experts in
penetration testing methodology and security
assessments. We have extensive experience in current
and emerging technologies related to web applications,
networks, databases, wireless, mobile computing, cloud
security, social engineering, social media and intelligence
gathering.

Prior to beginning any engagement, legal agreements
must be completed and signed.

o For Cyber Hygiene, findings are delivered weekly.

e For RVA's, a technical team lead will be assigned to
facilitate assessment matters. A final report that
details findings and mitigations will be delivered
upon completion of the engagement.

A proactive risk-based approach

to analyzing stakeholder systems

Expert identification

of vulnerabilities, risk evaluation, and

[
4

prioritized mitigation guidance

Empowering stakeholders
by helping improve their cybersecurity
posture

NCATS services are available at no-cost to Federal,
state, local, tribal and territorial (SLTT) govermments,
as well as critical infrastructure private sector organiza-
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For more information, contact ncats_info@hq.dhs.gov
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